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Digitally Signing PDF with Adobe
Acrobat Reader DC

Description

This document illustrates how to digitally sign PDF documents using Adobe
Acrobat Reader DC. This works for version 11 or higher

Assumption:
The subscriber has downloaded and installed their PNPKI digital certificates into
their windows key store.

If you haven’t, please follow our manual on:

(1) Downloading Installation and Backup of Digital Certificates with User
Generated Password Using Mozilla Firefox v.2

Once you have downloaded and backed up your digital certificates, go install
them into your windows key store by following this manual:

(2) How to install your certificate on to your windows key store v.2

Where to download Adobe Acrobat Reader
DC

Adobe Acrobat Reader DC can be downloaded from this link:

(https://get.adobe.com/reader)
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Digitally Signing PDF Documents

1. Once installed, open the PDF document to be signed using Adobe Reader

Next, click on the Tools menu on the upper left-hand corner

™ Sample PDF.pdf - Adobe Acrobat Reader DC . S . o N
File Edit View Window Help

2 - . T
Home[)ocument [g] E E Q

o

-
Cenﬁes' Validate All tures

x
E Sign In
% Digitally Sign [y Time Stamp Signature X |
| DIGITALLY SIGNING A PDF DOCUMENT USING ACROBAT READER XI £
2. Next, select the Certificates option
[ sample POF.pdf - Ade ReaderDC e[ e
File Edit View Window Help x
Home Tools Document E Sign In
| Q search Tooks.. >
| \-’I: i I = 122 =
Export PDF Create PDF Edit PDF Comment Fill & Sign
Open | ~ Open | = Open | = Open | = Open | = =
s M > . 2 £% D
Send for Signature Send & Track Certificates Measure
Open | + Open | = Cpen |~ Open |~
3. Click on the Dlgltally Sign Menu
[F. sample POF.paf - Adobe [E=SFer s
File Edit View Window Help =
Home Tools Document =3 = Q r1 E signin
Certificates ~ | £¥% Digitally Sign l Time Stamp. validate All Signatures >
DIGITALLY SIGNING A PDF DOCUMENT USING ACROBAT READER XI =
"
»
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4. A pop-up message will come up. You can put a check on the Do not show this
message again if you do not want it to show every time you sign a document.
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Acrobat Reader

e Using your mouse, click and drag to draw the area where you would like the
signature to appear. Once you finish dragging out the desired area, you will be
taken to the next step of the signing process.

k. = 4

[7] Do not show this message again

5. Click and drag on your mouse to draw a rectangle over the area you want your
digital signature to appear. When you finish drawing the rectangle, the Sign

with a Digital ID dialogue box appears.

6. Make sure the one that says Issued by Gov-Signing CA is selected. Next, click
on Continue

Sign with a Digital ID X

Choose the Digital ID that you want to use for signing:

o @1 (Wmdows Digital ID) View Details

o [ (Windows Digital ID) View Details
G‘@ Issued by: Gov-Authentication CA, Expires: 2020.09.17

@ ( Configure New Digital ID ) (Can(ei )
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7. The Sign As window will open. The default Appearance will be Standard
Text. Click on Sign

Signas ' YOUR NAME HERE T

Appearance  Standard Text

Digitally signed by

YOUR NAME

Date: 2019.01.08
09:37:26 +08'00'

[0 Lock document after signing

View Certificate Details

Review

Review document content that may affect signing

8. Adobe will then ask you to save the document. We recommend adding the

word “Signed” so you will know that it is the signed document plus you get to
keep the unsigned copy of the file. Click on Save to save the file.

" Save A:

S Sove s » a et
U\J ‘ » Computer » DEOIGB (H:) » Screenshots - |¢?H Search Screenshots ,0‘
Organize v New folder = @

S Documents  * RName ° Date modified Type Size
a' M
@ .”S‘E "L Sample PDF 5/14/201510:30 AM  Adobs Acrobat D..,
=} Pictures
B videos
% Computer

EL, Local Disk (C3)
s Local Disk (D7) |E

e CHEMATION (G:|
o DEOTGB (H)

€ Network

-

m ¥
File nanfle:  Sample PDF(Signed)] I
Save as type: 3

* Hide Folders

Jt
\V
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9. Your digital signature should now appear on the document like this:

Digitally signed
YOUR sl

by

YOUR NAME

NAME

a3 | :15:40 +08'00

Date: 2019.01.08

Adding a Graphic Signature

For most people, the standard appearance is not their preference and would like
to see an image of their actual signature. So here are the steps to do so.

1. Follow the same steps 1-6 above

2. Atthe window, click on the Create button.

Sign as "FRNTIN [

Appearance Standard Text

YOUR Digitally signed by
NAME YOUR NAME

Date: 2019.01.08
13:28:03 +08'00

HERE

Lock document after signing View Certificate Details

<

Digitally Signing PDF with Adobe Acrobat Reader DCv.2 Page |6



DEPARTMENT OF INFORMATION
AND COMMUNICATIONS TECHNOLOGY

3. The Customize the Signature Appearance window will open.
I.  ClickonImage
II.  Click on Browse and go to where you have saved a copy of your
electronic signature (must be in PDF format)

Customize the Signature Appearance

B 4|&@|0O

Text Draw | Image | None

Digitally signed by
<your common
name here>
Date: 2020.04.29
14:14:58 +08'00'
Include Text Text Direction |ear'

[II.  Select the file you want then click on Open

+ Open

— v 1 » This PC > Pictures > Signature v | Search Signature

Organize ~ New folder =~ M
~ ifi 'is 1
@ OneDrive Name Date modified Type Siz
e |2 signature 08/01/2019 1:54 PM Adobe Acrobat D..

. Type: Adobe Acrobat Document
3D Ohjects Size: 10.8 KB

[ Desktop Date modified: 08/01/2019 1:54 PM
\ﬁ Documents

¥ Downloads

b Music

[&=] Pictures

i Videos

% Acer (C)

¥ Network
v <

File name: |signature ~ | |Acrobat PDF Files (* pdf)
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IV.  Enter the preset name you want then click on Save

Customize the Signature Appearance X

B & @ O

Text Draw |mage None

Digitally signed by

) <your common
8W¢ name here>
Date: 2020.04.29
14:24:34 +08'00'

Browse Clear

Include Text Text Direction
EName DDistmguished Name Auto = =
Bpate OAdobe Acrobat Version Digits format
BLogo OLocation
OReason B1abels sy v
3 "
[Preset name I Graphic signaturd ‘
y
4. It will bring you back to the Sign As window. Just click on Sign
sign as " x
Appearance  Created 2019.0108 13:5721 +08... v

Digitally signed by

SW YOUR NAME
Date: 2019.01.08

13:57:22 +08'00'

O Lock document after signing View Certificate Details
Review document content that may affect signing

Back sign
H

5. Adobe will ask you to save the file. Again, we suggest saving it with
a different file name so you will keep a copy of the unsigned file. That’s it.
You're done.
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Validating your digital signature

Double click on the digital signature to validate. If you get the error that the
signature has problems, this is because you need to add the PNPKI Root
Certificates in Adobe’s Trusted Certificates

R

|— ,'J At |east one signature has problems,
e

Adding the PNPKI Root Certificates to Adobe’s
Trusted Certificates

Note: This process only needs to be done one time.

1. Double click on the digital initialize a validation process. You will get this
message window. Click on the Signature Properties button

Signature Validation Status

L Signature validity is UNKMNOWMN,

= - The document has not been modified since this signature was applied.
- The signer's identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates.

z

| Signature Properties... Close
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2. The Signature Properties dialogue box will appear. Click on the Show
Signer's Certificate button

Signature Properties (S ]

g Signaturevalidity is UNKNOWN.
" Signing Time: 2015/06/02 17:56:27 +0800"
Validity Summary
The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Cammenting are
allowsd for this document. No other changes are permitted.

The signer's identity is unknown because it has not been included in your list of
I trusted certificates and none of its parent certificates are trusted certificates.

Signing time is from the clock on the signer's computer.

Signature was validated as of the signing time:
2015/06/02 17:56:27 +08'00"

Signer Info

The path from the signer's certificate to an issuer's certificate was successfully
Built.

Revocation checking was not performed.

| Show Signer's Certificate... I
Advanced Propertiss... [ vaiidate signature | | Close

3. Next at the Certificate Viewer window, on the left-hand panel, highlight the
topmost option, which should say Philippine Root CA. Click on the Trust tab.

Certificate Viewer X

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[] show all certification paths found
| = Philippine Root CA Summary Details RevocatioPoIicies Legal Notice

1=l o] overnment
This certificate is directly trusted in your trusted certificates list.

= Gov-Signing CA
I

Trust Settings
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4. Every item under Trust Settings will appear to have an X on them. Simply click
the Add to Trusted Certificates button.

This iz allows you 16 view the detalls of 2 certificate and its entice chain. The detais
canvespond to the selected entry.

57| Show 2l certification paths found

PhilppineRoct A [ |
AT ETRE TR
= % This cestificate is not trizsted,
Trust Settings

M Sgn documents o data
K Centify documents

¥ Execute dynamic content that is embedded m 2
certified ducument

®  Execute high pralege lavaSenpts that sre embeedded in
& certified dociment

R Pedemn privileged system operations (netwerking.
printing file sccess, etc)

i vl |

(@) Theselected certficate puth s o

The path validation checks were done a5 of the signing time:
15,0602 175627 + 30
Vahdation Modek Shell

5. An Acrobat Security warning window will appear. Just click on OK

Acrobat Security o

B e s e

. [ youchange the trust settings, you will need to revalidate any signatures to see
i h the change.

Trusting certificates directly frem a docurment is usually unwise. Are you sure
you want to do this?

] I Cancel
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6. Atthe Import Contact Settings window, put a check on Certified
Documents, check on all the three options under it, then click OK

Import Contact Settings &

Certificate Details
Subject: Philippine Root CA
Issuer: Philippine Root CA

Usage:  Sign Certificate (CA), Sign CRL

Expiration:  4/17/2038 7:5213 AM

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust ancher in order for signature validation to succeed. Revocation
checking is not performed on ar above a trust anchor,

[7] Use this certificate as a trusted root

If signature validation succeeds, trust thic certificate for:

igned documents or data

Certified decuments

[¥] Dynamic content
Embedded high privilege JavaScript

:cv)\leged system aperations (networking, printing, file access,

\Y

7. Lastly, back at the Certificate Viewer window, click on OK to finish

Certificate

| This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

Show all certification paths found

hilippine Root CA Surmmary | Details | Revocation | Trust | Palicies | Legal Motice
5 Philippine Government CA
=1 Gov-Signing CA This certificate is not trusted.
Pedrosa, Deomar Ll

Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in 2
certified document

Execute high privilege lovaScripts that are embedded in
a certified document

X X X x X

Perfarm privileged system operations (netwarking,
printing, file access, etc.]

Add to Trusted Certificates...

@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2015/06/02 17:56:27 +08'00" I
Validation Model: Shell
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8. When you click on your signature again to revalidate, it should now show that
the signature is valid.

Signature Validation Status

&6 Signature is VALID, signed by eIV 3RV 13

- The document has not been modified since this signature was applied.
- The document is signed by the current user.

Signature Properties... Close

Adding an Authoritative Timestamp

What is Time Stamping?
R By default, normal digital signing uses the time on the
signer’s computer as the time and date when the
signature was applied. This makes it possible to fake
the actual time the signature was applied.

[FriaaiiRe

If you want to know when the document was really
signed, Timestamping is needed. It is done to include
the time and date from an authoritative time source
to a digitally signed document.

Note: Since Timestamping will be getting the actual

e “A00E time and date from an authoritative time source, you
will need to have internet access on your computer to do this when applying
your digital signature.
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1. Once installed, open a PDF document using Adobe Reader. Next, click on the
Tools menu on the upper left hand corner.

= Sample PDF.pdf - Adobe Acrobat ReaderDC

A T . W me e g |
File Edit View Window Help x
Document [= =] ,'1 B signin |
ges B Digitally Sign [y Time Stamp Valid X !
DIGITALLY SIGNING A PDE DOCUMENT USING ACROBAT READER XI &
i
2. Next select the Certificates option
[ Sample PBFpd “ABEES ACrbat Reader OC T L2 | B
File Edit View Window Help x
Home Tools Document [ signmn
| Q Search Tools..

X
| \-): i I = [ 2 ‘;
Export PDF Create PDF L

Edit PDF Comment Fill & Sign
Open |~ Open | - Open | - Open | ~ Open |~

Lo 5.

Send for Signature Send & Track Certificates
Open | =

Open |~

Measure
Gpen |~

Open |~

Open |~

3. Click on the Time Stamp Menu

Eile Edit View Window Help

Home  Tools How to Add a Time... x

® B8 E Q ® ®@ 1/ MO
I Certificates
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4. The Choose Default Timestamp Server window will come up. Click on the
New menu

Choose Default Timestamp Server

Q’Edit ‘ﬁ Import r* Export & Remove @Clear

MName URL

5. Enter PNPKI Timestamp Server for the Name. For the Server URL, enter
(must be exact)

mpSngner Lastly, chck on OK

New Time Stamp Server X

| MName: |PNPKI Timestamp Server I

Server Settings
| Server URL: |hﬂp;//govca.npkj.gov.ph:8442,’signserverltsa?w I

] This server requires me to log on

Lser name; |

Password, |

(] o
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6. It will bring you back to the

Choose Default Timestamp Server window
where you should see the PNPKI Timestamp Server. Click on the Set Default
menu to make this the default Timestamp server.

iiji Choose Default Timestamp Server

Name URL

‘EEJ New E;ﬁf Edit = Import f—_'rl) Export Remove [@3 Set Default]

PNPKI Timestamp Server

http://govca.npki.gov.ph:8442/sign...

7. The Adobe Security popup window will appear. Just click on the OK button.

Acrobat Security X

|® Are you sure you want to make this server your new default server? This timestamp server

will be used by default when signing.
[] Do not show this message again
[ QK ] Cancel

8. It will once again bring you back to the

Choose Default Timestamp Server

window where you should now see a star icon next to the PNPKI Timestamp
Server.

lﬂ Choose Default Timestamp Server

L;(’ Edit % Import =¥ Export

Remove é-? Clear
URL

PMPKI Timestamp Server http://govca.npki.gov.ph:8442/sign...

9. You can now just close this window by clicking on the X at the upper right

corner. And that’s it! The next time you digitally sign a document should
already have timestamping included.
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