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Digitally Signing PDF with Foxit
Assumption:

The subscriber has downloaded and installed their PNPKI digital certificates into their
windows key store.

If you haven't, please follow our manual on:

Downloading Signing Certificate with User Generated Password Using Mozilla Firefox.

Once you have downloaded and backed up your digital certificates, go install them into
your windows key store by following this manual:

How to install your certificate on your windows key store

Setting up your environment

You can download a copy of the latest Foxit Reader installer from this link:
https://www.foxitsoftware.com/pdf-reader/

Before we proceed, you must first install the PNPKI certificate chain of trust into
your Foxit reader. Here are the steps,

1. Download the PNPKI Root CA file (PhilippineRootCA.p7b) from this link:
https://drive.google.com/file/d/1ivBmohSvGvvwTdEdPEOfHcvOIqTIW?zi5/view

~

Name

& PhilippineRootCA
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2. launch Foxit reader, go to the Protect Menu then click on Trusted Certificates
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3. Atthe Trusted Certificates window click on Add

Trusted Certificates X
Ed... | ‘ View... ‘ ‘ Export... ‘ | Dekte
Name Issued by Trust Expired Date o
DigiCert Assured ID R... DigiCert Assured ID ...  Trusted Root 2031/11/10
HHS Domain Device R... HHS Domain Device ... Trusted Root 2027/06/25
SAFE Bridge CA 02 SAFE Bridge CA 02 Trusted Root 2030/12/25
Class 1 Public Primary... VeriSign, Inc. Trusted Root 2028/08/01
Class 2 Public Primary... VeriSign, Inc. Trusted Root 2028/08/01
Class 3 Public Primary... VeriSign, Inc. Trusted Root 2028/08/02
VeriSign Trust Network  VeriSign, Inc. Trusted Root 2028/08/01
VeriSinn Trust Network  VeriSinn. Tne. Trusted Ront 2028/08/M i
< >
4.. Point it to the folder where you saved the PNPKI Root CA file
(PhilippineRootCA.p7b) earlier then click on Open
ﬁ Open x
~ v A > ThisPC > Documents > PKI > New folder ~ O Search New folder AP
QOrganize ~ New folder =y @ @
% OneDrive Name - Date modified Type Size
& This PC # PhilippineRootCA 26/10/2018 339 PM  PKCS #7 Certificates 3 KB
s 3D Objects
m Desktop
Documents

4 Downloads
$ Music

= Pictures

E Videos

& Acer (C)

ﬁ Network
v <

>

File name: | PhilippineRootCA

v ‘ ICemﬁcates(‘.p?b,‘.p?c,“.cel) ~ ‘

[ open |+ Cancel
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5. It will bring you back to the Trusted Certificates window. Scroll down on the list where You
should find the Philippine Root CA but it says Non Trusted Root for Trust. Highlight
Philippine Root CA. Click on_Edit

| Trusted Certificaies b4
‘l Ed... '|2 Add... View... Export... Delete
LS | [ . |
Name Issued by Trust Expired Date Ca
VeriSign Class 4 Public... VeriSign Class 4 Publi... Trusted Root 2036/07/16
VeriSign Class 3 Public... VeriSign Class 3 Publi... Trusted Root 2038/01/18
VeriSign Class 3 Public... VeriSign Class 3 Publi... Trusted Root 2036/07/16
VeriSign Universal Roo... VeriSign Universal Ro... Trusted Root 2037/12/01
Symantec Class 1 Pu... Symantec Class 1 Pu... Trusted Root 2037/12/01
Symantec Class 2 Pu... Symantec Class 2 Pu... Trusted Root 2037/12/01
ﬁiltppine Root CA Phiippine Root CA, D... Non Trusted Root | 1 2038/04/17
W
< >

6. This will open the Edit Certificate Trust window will appear. Under the section for Trust,
place a check for both Use this certificate as a trusted root and Validating
Certified documents. Next just click OK.

Trust

A certificate used to sign a document must either be designated as a trust anchor or chain up to a trust
anchor in order for signature validation to succeed. Revocation checking is not performed on or above a
trust anchor.

| [#] Use this certificate as a trusted root I

If signature succeeds, trust this certificate for:

Validating Signatures

| [] Validating Certified Documents I

E oK J Cancel
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7. The Philippine Root CA should now appear as a_trusted root.

Trusted Certificates X
Edt... Add.. View... Export... Delete
Name Issued by Trust Expired Date ~

VeriSign Class 4 Public... VeriSign Class 4 Publi... Trusted Root 2036/07/16

VeriSign Class 3 Public... VeriSign Class 3 Publi... Trusted Root 2038/01/18

VeriSign Class 3 Public... VeriSign Class 3 Publi... Trusted Root 2036/07/16

VeriSign Universal Roo... VeriSign Universal Ro... Trusted Root 2037/12/01

Symantec Class 1 Pu... Symantec Class 1 Pu... Trusted Root 2037/12/01

S 9 Py Symantec Clags 2 P Trysted Rogt 2037/12/01

Philippine Root CA Phiippine Root CA Trusted Root 2038/04/17 I

v

< >

Now you have finished setting up Foxit Reader. You can now proceed to Digital Signing

Signing the Document

1. Open your pdf file using Foxit Reader. Go to the Protect tab then click on Digital IDs

Comment  View  Form Protect Share ~ Connect Help  Extras  PDF Sign

. Hand 7 7 A ’—ﬁ = P
V. = f - = ]
T, Select ~ s /73 H _© K-
1 Zoom - PDF DocuSign Sign & Valdate Time Stamp  Digital  Trusted
=a Sign » Certify ™ Document IDs Certificates

Tools Protect

Start Signing pdf documents ...
»

2. Inthe Digital IDs window, if you have installed your certificates into your windows
keystore, you should see them listed here. To avoid confusion later on, since we won’t be
needing it to sign PDF documents, we suggest removing the one where to issuer is Gov-
Authentication CA. Just highlight it then click Remove ID

Digital IDs

EJAddID [§ Cenificate Details [} Export 7 Refresh | (X) Remove ID
Mame [ssuer
Gov-Signng CA

| _{iav-ﬂuthentcatiun CA
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3. A confirmation window will appear, just click OK. Once removed, just close this window and
jump to step 7

Foxit Reader X

{/_’fi Are you sure you want to delete the selected digital ID?

| Concel

4. If you do not see anything listed here, click on Add 1D

Digital 1Ds

[ Add ID | L Certificate Details [ Export ) Refresh (%) Remove ID

Issuer

5. Inthe next window, click on (1) My existing digital ID from a file then (2) hit Next

Add Digital ID X

1 want to sign this document using:

@ My existing digital 1D from a fle 1

O A new digital ID I want to create now

o 2
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6. (1) Click on Browse and point it to where you have your [Signing) digital certificate
saved. (2) Enter the password to your digital certificate. (3) Hit Next

Add Digital ID X

Browse for a digital ID file. Digital ID fies are password protected and require your password in order to be
opened.

File Name: 1
C:\Users| .pi2 ‘ Browse... |
Password:
SEesesinedd |<: 2
3

— =5 -

7. A new window will show up confirming you are adding the correct digital ID. Make sure on
the section of Issuer it should say Gov-Signing CA. Click on the Finish button

Add Digital ID X
The following digital IDs wil be added to your list of digital IDs that you can use for signing or encryption:
Name Issuer Expires
Gov-Signing CA 2020-8-5 2:24:16
Cancel Back

8. Your name should now appear in the list for digital IDs

| Digital IDs
1 [EJAddID [@ Certificate Details [ Export () Refresh  (X) Remove ID
! Name Issuer Storage Mechanism Expires
Gov-Signing CA Digital ID File 2020.08.05 02:24:16 Z
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9. To begin the digital signing process, go to the Protect tab, click on Sign & Certify then
select Place Signature.

=

mt View  Form | Protect Share  Connect  Help

o B B [»

/z = Time Stamp Digital Trusted
Certify > Document IDs Certificates

lJ’f; Place Signature...

10. Click and drag your mouse to create a rectangular box on where you want the digital
signature to appear.

i
H

‘epARTIENT OF NFORMATION
A0 COMBMLARCATONS TECAROL0GY

Signing Documents with Foxit Reader ::>

11. The Sign Document window will open. Just click on Sign.

Sign Document X

somas[your name here T

Text For Signing

Location: ‘ ‘

Reason: ‘ L am the author of this document v‘

[JLock Documert After Signing

Signature Preview

Appearance Type: | Standard Style =

Digitally signed by

Lastname, o ) .
-} SERIALNUMBER=001001000061S,
First name 0=Department of Information and

" Communication Technology, C=PH
Middle name Reason: | am the author of this document|
Locati

tion:
Date: 2019-01-14 15:30:06
Foxit Reader Version: 9.4.0

Cancel
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12. Your Signature will appear like this.

| LASTNAME, %-
IUNZCH'

e

EERP A |
D= f B nned

FIRST NAME o TR o1 o n o

Fogson: | &m the author of this

docuEnani

Location; Quezon Cy

MIDDLE NAME BE ol nieaREssa

Foool Reader Versson: 8,30

Adding a Graphic Signature
If you prefer that your digital signature to appear like your normal signature instead of
just showing your name, here are the steps:

1. Follow the same steps 8-9 above

2. Atthe Sign Document window, click the drop down menu for Appearance Tvpe
and select Create New Stvle.

Sign Document %
sonas: || =
Password: | esesssssse ‘
Certificate Issuer: Gov-Signing CA

Text For Signing

Location: ‘ Quezon City |

LGERGHMT am the author of this document] v |

[ Lock Document After Signing

Signature Preview

Appearance Type: |Standard Style ~

Standard Style

tment of Information and
tion Technology, C=PH
sai: | am the author of this document
Locamn Quezon City
Date: 2018-10-23 13:42:44
Foxit Reader Version: 8.3.0
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3. You can set your own name for the title. Click on the Imported Graphic radio
button then click on Browse button. Point it to where you have a copy of your e-
signature then click OK

Title: eSignature

Preview

Digitally signed by your common
name here

-
DN: your distinguished name here|
Reason: your signing reason here
Location: your signing location
here

Date: 2018-10-23 13:50:33
Foxit Reader Version: 9.3.0

Configure Graphic
) No graphic

e [ E

O Name Settnig L
Configure Text E
[ Name [ Location [ Distinguished name Hlogo ﬁ
Date Reason Foxit version Labels E
Setting

Text Property 3
Text Direction: ~ Auto v @

OK Cancel

4, Your digital signature will now appear like this. You can double click on it to

validate. You will need to have internet connection to do so

Diiilaili siined by I

DN: CN-
SER[ALNUMBER—

, O=Department of Information and
Commumc&tlon Technology, C=PH
Reason: | am the author of this
document

Location: Quezon City
Date: 2018-10-23 14:12:49
Foxit Reader Version: 9.3.0
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5. The next time you validate the signature it should now appear to be VALID
Signature Walidation Status X

‘;{ Sonanre 5 VALID, sgned by your name here
- The document has not been modfied snce ths spnature was appled,
- Certified bry the curment user.

| sonatue propertes... | Cancel

And that’s it! Congratulations! You now know how to digitally sign documents using
Foxit Reader.
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