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How to digitally sign and encrypt
emails using Thunderbird

Presumption: The subscriber has downloaded, installed and backed up their

PNPKI digital certificates on to their windows computers.

Introduction

This document covers how to sign and or encrypt your email using your PNPKI
digital certificates. Signing and encryption varies with different email clients.

This manual covers signing and encryption using Thunderbird in Windows

Import CA Certificates

In order to use your certificate, you need to import the CA certificates in your
browser if you haven’t already.

1. Download and extract CA Certificates from

http://i.eov.ph /wp-content/uploads/2015/11/PNPKICERT PEM1.zip

2. Launch Thunderbird and go to Menu icon at the top right corner. Next select
Options

— x

(=

‘ Display the Thunderbird Menu

MNew Message

Attachments TS T
Edit * Add-ons >
Find > | I Options = >
Print... 2
File >
Save As > View 5
Folders > & 5
Empty Trash Message 5
Tools >
O Exit Help >
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3. At the Options window, go to the Advanced. Next, go to the Certificates tab

then go to the View Certificates button.

Options
<7 N i,
S= o Al a
J Aal __-‘lj "L 1 Fg ..":—‘E ([ - u\fb
General Display Compaosition Chat Privacy Security Attachment Advanced
E
General Data Choices Network & Disk Space Update‘ Certificates ©
e
When a server requests my personal certificate: 5t
(O Select one automatically @ Ask me every time 4
e
Query OCSP responder servers to confirm the current validity of certificates i
; T 0
EManage Certiﬁcateﬂ Security Devices
Bt

4. At the Certificates Manager window, go to the Authorities tab then click on

the Import button

O Certificate Manager

Your Certificates People Serversf Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device
Go Daddy Root Certificate Authority - G2 Builtin Object Token
Go Daddy Secure Certificate Authority - G2 Software Security Device

vGovernment Root Certification Authority

Taiwan GRCA Builtin Object Token
~GUANG DONG CERTIFICATE AUTHORITY C...
GDCA TrustAUTH R5 ROOT Builtin Object Token

~Helienic Academic and Research Institution...
Hellenic Academic and Research Instituti... Builtin Object Token
Hellenic Academic and Research Instituti... Builtin Object Token

> a

View... Edit Trust... Export... Delete or Distrust...
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5. Navigate to where you stored the Philippine National PKI CA certificates, select
one then click Open.

O Select File containing CA certificate(s) to import X
T <« Installers » PEM Files v O Search PEM Files P
Organize ~ New folder - o @
23 Dropbox Name Date modified Type
& OneDrive E GovAuthentication[Aj 09/01/20017 11:07 .. CMS (S/MIME) File
8 GovSigningCA 09/01/2017 11:07 ..  CMS (5/MIME) File
= This PC 8 GovSSICA 09/01/2017 11:07 ...  CMS (S/MIME) File
4 3D Objects 8 PhilippineGovernmentCA 09/01/2017 11.07 ... CMS (S/MIME) File
m Desktop 8 PhilippineRootCA 09/01/2017 11.07 ... CMS (S/MIME) File

|Z] Documents
# Downloads

D Music

E Videos
& Acer (C)

¥ Network ) [

File name: || v | | Certificate Files v

[ o

6. Check on both options then click OK.

Downloading Certificate X

You have been asked to trust a new Certificate Authority (CA).

CA" for the following purposes?

Trust this CA to identify websites.

Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

Cancel
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7. If you have successfully installed the first certificates. You should see the
certificate under DOST. Click on Import and go through process again for the
remaining four CA certificates until you finish installing all five under DOST

@) Certificate Manager — | x
Your Certificates People Servers Authorities
You have certificates on file that identify these certificate authorities
Certificate Name Security Device B
~Disig a.s. o
CA Disig Roof B2 Builtin Obiect JToken
i
~DOST
Gov-Authentication CA Software Security Device
%5
V§—|ugra EEG BITGIM 1EKNOI0) e ve MIZmet. .
E-Tugra Certification Authority Builtin Object Token
~Entrust, Inc.
Entrust Root Certification Authority - G2 Builtin Object Token
Entrust Root Certification A Builtin Object Token e

View... Edit Trust...

~DOST
Gov-S5L CA
Philippine Government CA
Gov-Authentication CA
Gov-Signing CA
Philippine Root CA

Export... Delete or Distrust...

Software Security Device
Software Security Device
Software Security Device
Software Security Device

Software Security Device

Import your Personal Certificates

Now that you imported the CA Certificates the next step would be to import your
personal certificates onto Thunderbird’s keystore.

1. Staying at the Certificate Manager window, go to the Your Certificates tab

then click on Import.
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) Certificate Manager s O X

27y i
Your Certificates People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name Security Device Serial Number Expires On B

View... Backup... Backup All... Delete...

2. Go to the folder where you have backed up your personal certificates. Select
your Authentication certificate and click Open

O Certificate File to Import X
« v 4 « Documents > certificates > 2018 ~ O Search 2018 P
Organize ~ New folder = o @
~
il N maodi i
22 Dropbox Name Date madified Type Si
‘ A 16/10/2018 4:07 PM  Personai Informati..,
4@ OneDrive i . :
- Sign 2018 06/08/2018 1:32 PM  Personal Informati...
% This PC

» 3D Objects
m Desktop
|2 Documents

& Downloads

b Music
= Pictures
@ Videos
& Acer (C)
¥ Network v € >
File name: .ZmTh 2018 = ‘ PKCS12 Files St
| Open | ‘ Cancel |

3. You will be asked for the password you used when you backed up your
personal certificates. After you enter the password, click on OK
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Password Required bt

9 Please enter the password that was used to encrypt this certificate backup:

‘ ...0....0.|

Cancel

4. Your certificate should now appear at the Your Certificates window. Just click
on the OK button to close out the remaining windows.
) Certificate Manager == O X
Your Certificates People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name Security Device Serial Number Expires On :-]
~DOST

_ Software Security Dev... 7C8A:CR:.7C3BFE31... Thursday, 17 Septe...

View... Backup... Backup All... Delete...

How to Digitally Sign your emails

1. You first need to tell Thunderbird which certificate you want to use in
signing your emails. To do this, you need to go to the Menu icon (the one
that looks like 3 stripes), hover over Options then choose Account

Settings
_ & %
Activity Mana - Options -
Message Filters > I:-AC;E:OUHT_ SEttlngsJ
Add-ons > Menu Bar

v Mail Toolbar
Folder Pane Toolbar

File >
View > ~  (Quick Filter Bar
Go > ~  Status Bar
M >
s Toolbar Layout...
Tools >
Help > Layout >
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2. Atthe Account Settings window, go to Security then click on the Select...
button.

Account Settings X

B ——

To send and receive signed or encrypted messages, you should specify
both a digital signing certificate and an encryption certificate.

Server Settings

Copies & Folders o o
Digital Signing
Composition & Addressing

Use this certificate to digitally sign messa
Junk Settings

Clear
Synchronization & Storage

Return Receipts Digitally sign messages (by default)
G |
! Local Folders

4 Outgoing Server (SMTP)

Encryption

Use this certificate to encrypt & decrypt messages sent to you:

Select... Clear

Default encryption setting when sending messages:

Never (do not use encryption)

Required (can't send message unless all recipients have certificates)

Certificates

Manage Certificates ' Security Devices '

3. Atthe Select Certificate window, if there is more than 1 option to choose
from, select the that shows your email address and is Issued by: C=PH,
0=DOST,CN=Gov-Authentication CA. Once chosen, click on OK

Select Certificate *

Certificate: | Pedrosa Deomar Llanes's DOST ID #2 [7C8ACF:TC3B:FE31:97] v

Details of selected certificate:

Issued to; C=PH,0=Department of Information and Communication
Technology,serialNumber=001001000061A,CN=Pedrosa Deomar Llanes
JC8ACRTC3BFE3T97
Valid from Tuesday, 18 September 2018, 3:07:41 PM to Thursday, 17 September 2020, 3:.07:41 PM
Signing,Key Encipherment

email: |z ozl com
Issued by: C=PH,0=DOST,CN=Gov-Authentication CA

Stored in: Software Security Device

| oK | Cancel
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4. Anew window asking that you also specify a certificate for other to send
you encrypted messages. Just select Yes

Thunderbird

You should also specify a certificate for other people to use when they send you encrypted
messages. Do you want to use the same certificate to encrypt & decrypt messages sent to you?

Yes ' No

5. Lastly, put a check on Digitally sign messages (by deault)

To send and receive signed or encrypted messages, you should specify
both a digital signing certificate and an encryption certificate.

Digital Signing

Use this certificate to digitally sign messages you send:

[TCBACRIC3B| | Select..

Clear
| Digitally sign messages (by default) I
Encryption
Use this certificate to encrypt & decrypt messages sent to you:
\ [FCBACFTC3B | Select.. Clear

Default encryption setting when sending messages:

(@ Never (do not use encryption)
B Required (can't send message unless all recipients have certificates)
Certificates

| Manage Certificates Security Devices

| I Cancel

All the emails you compose moving forward will be automatically digitally signed.
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To send an encrypted message, you must first get the recipient’s public key. You
can do this by asking them to send you a digitally signed email.

Supposing that you already have secured your recipient’s public key, here are the
steps on how to send:

1. Click on Write to begin composing an email

[

inbo - [ C o |

"I] Get Messages W 7 Write Q Chat )B Address Book () Tag ¥ ? Quick Filter

2. Click on the Security dropdown arrow
3. Putacheck on Encrypt This Message
4. Click on Send to deliver your email

Write: Sample Encrypted Email - Thunderbird
File Edit View Insert Format Options Tools Help

Po Spelling v @ Security ‘/1 v
~ This M
3 From: _ Encrypt el 2 @gmail.com

~  Digitally Sign This Message

£ Send fv

v A i
To: "Support PN View Security Info

v To:

Subject: Sample Encrypted Email

,,
|
I

BodyText ¥  Variable Width v I A A A A

And that is it! It’s that simple. You now know how to digitally sign your emails
and how to send encrypted messages via Mozilla Thunderbird.
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